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UTA conducted its fourth Agency Risk Assessment in 2025. The assessment captures perceived 

risks from UTA leaders without an accompanying validation process. It helps UTA identify areas 

to explore for deeper understanding and possible remediation to improve the Agency 

Enterprise Risk Management (ERM) posture. 

Key Results  
• UTA risk levels are perceived as being 17% higher overall than in 2023. They are rated 

overall as “Moderate.” This exceeds UTA’s desired Low-moderate Risk Appetite. 

• UTA risk controls are perceived as slightly less effective than in 2023. They are rated 

overall as “Partially or Moderately Effective.” 

UTA Risk Profile Number 
UTA has adopted the Failure Mode and Effects Analysis (FMEA) methodology developed by 

NASA as its risk assessment methodology. Risk Priority Numbers (RPNs) are calculated for 

perceived risks by multiplying Severity (SEV), Occurrence (OCC) and Detection (DET) ratings 

provided by leaders. To determine aggregated RPNs, individual RPNs are summed and 

averaged.  

The overall perceived RPN for UTA increased slightly from 2023 to 2025 but still corresponds to 

a Moderate risk level. 

 

UTA Risk Assessment Methodology 
In 2025, leaders perceive UTA as being less effective at controlling risk. (Higher control 

effectiveness ratings correspond to lower control effectiveness levels.) Agency control 

effectiveness is rated as “Partially or Moderately Effective.” 

 

Moderate 
207.4    171.0 

   2025 Risk Profile Number (RPN)  2023 Risk Profile Number (RPN) 



 

Page 3 of 7 
 

 

Perceived Level 1 Risk Categories 

All risks identified by UTA leaders are organized into eight Level 1 Risk categories. From 2023 to 

2025, Technology Risk remained at the top of the list, representing the highest Level 1 Risk at 

UTA. Regulatory/Compliance Risk experienced the only RPN decrease in 2025, while 

Information Security experienced the greatest RPN increase. 

 
 
Perceived Top Level 2 Risk Categories 
Identified risks were classified into 22 Level 2 Risk categories in 2025. The top eight are listed 

below. 

Level 2 Risks that were present on the 2023 top eight list but are not included in 2025 top eight 

list are External Stakeholders, Nonadherence, and Communication.  

Risk levels for Organizational Structure and Software decreased in 2025. Risk ratings for all 

other Level 2 Risk categories increased. 

Partially or Moderately Effective 

4.88     4.27 
2025 Control Effectiveness Rating  2023 Control Effectiveness Rating 
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Perceived Top Level 3 Risk Categories 
Identified risks were classified into Forty-seven Level 3 Risk categories in 2025. The top eight 

are listed below. 

Several Level 3 Risks observed on the 2023 list are no longer present on the 2025 top eight list, 

including: Insufficient Knowledge of Regulations/Requirements, Not Following Known 

Regulations/Requirements, Disengaged Employees, Inadequate Communication Between 

Teams and Individuals, and Asset/Equipment Does Not Meet Needs. 

Risk levels for Inefficient/Ineffective Organizational Design decreased in 2025. Risk ratings for 

all other Level 3 Risk categories increased. 
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Three-year Top Level 3 Risk Category Rankings 
Over the past three years, Using Old/Unreliable Technology and Inability to Attract and/or 

Retain Qualified Employees are the only top Level 3 Risk categories that have consistently 

appeared in the Level 3 top eight risk rankings. However, the Inability to Attract and Retain 

Qualified Employees risk category was ranked No. 1 in 2023 and is ranked No. 8 in 2025, 

demonstrating that UTA’s hiring practices are actively reducing this risk across UTA. 

 
2026-27 Agency Risk Priorities 

Agency Risk Reports are used to inform UTA leadership priorities. During 2026-27, under the 

direction of the Executive Director, the Executive Team will place additional emphasis on 

implementing a coordinated approach to reduce the top risks impacting employee workload: 

• Position Workload Not Balanced 

• Inefficient/Ineffective Organizational Design 

• Inadequate Staff and/or Resource Allocation 

The top risk Insufficient Behavioral Health will also receive increased attention in 2026-27.  

The following Executive Team strategic initiatives are currently planned in 2026 which will 

support the top risks and help UTA reduce risk and continue to elevate employee engagement 

and organizational performance: 

• Continue Sustainable Service Delivery 

• Deploy Workday and Trapeze Modules 

• Improve Employee Voice Action Plan 

• Improve Employee Safety in the System 

• Mature UTA Organizational Excellence Systems  
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Appendix A – All 2023 Perceived Level 2 Risks 
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Appendix B – All 2025 Perceived Level 3 Risks 

 

 

  

 

 


